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Abstract—Phishing attacks constitute a serious cybersecurity issue where users are lured into entering false URLs to acquire critical 
data such as passwords and bank details. Users often face difficulty determining whether the URL is a legitimate one or not. PhishAlert  
A Risk Based URL Detection System attempts to solve the above problem by offering an efficient solution. It is a web application that 
assesses the URLs and classifies them into safe, suspicious, or phishing. The system employs a rule-based algorithm that examines 
different attributes of the URL, such as the utilisation of the HTTPS protocol, suspicious terms such as 'login', 'verify', and 'bank', the 
length of the URL, special characters, and multiple sub-domains. Depending upon the attributes, a risk score is computed, and a 
classification is made. The program also provides the reasons behind the classification to increase the awareness of the users. It 
incorporates VirusTotal for verifying the URLs through several security engines. It has a dashboard and history section as well. 
 
In addition, the software is developed in such a way that even those who do not have technical skills can examine the security of any 
URL without much effort. The dashboard displays the scan report in charts, making it easier for users to know how many URLs are 
safe, suspicious, or phishing. The history section retains all URLs that have been checked before, allowing the user to examine, filter, 
and download their information whenever necessary. The system uses both the rules method and outside sources to ensure more 
reliable results 
 
Keywords—Phishing Detection, URL Analysis, Cybersecurity, Risk-Based System, Web Application, Threat Detection, URL 
Classification, Data Security 

I.  INTRODUCTION  

With the increasing use of the internet and other forms of 
digital services, cybersecurity risks are also becoming a major 
concern, phishing attacks being one of them. Definition of 
phishing 
Phishing can be defined as a strategy that is used by hackers to 
create websites that look similar to actual websites in an effort 
to trick people into providing confidential information 
including login details and financial information. Due to 
advancement in phishing, it has become increasingly hard for 
people to differentiate between legitimate URLs and scam 
URLs. 
This research work seeks to develop a web-based application 
known as PhishAlert – A Risk-Based URL Detection System, 
which can be employed by individuals to examine and validate 
URLs before visiting them. In the proposed project, the 
analysis of URLs is conducted using a rule-based approach, 
which involves assessing several attributes of a URL, such as 
the use of the HTTPS protocol, the existence of suspicious 
keywords, URL length, special characters, and anomalies. 
After an assessment is done, a risk score is assigned, with the 
outcome being either "safe," "suspicious," or "phishing." 
Furthermore, this application is linked to VirusTotal in order to 
enhance its effectiveness by validating URLs via several 
security engines. 

II. LITERATURE REVIEW 

There are many existing techniques for phishing detection, 
most of which are discussed in this study. Conventional 
methods for detection are mostly based on blacklists. They 
involve checking the input URL against a database containing 

phishing sites. Despite being simple and fast, the method 
cannot catch the newest URLs created by the hackers and not 
added to the blacklist yet.  
Machine learning and deep learning models are also 
considered among contemporary approaches. They allow 
analyzing big data sets of URLs to detect patterns based on 
URL structure, its content behavior, age, etc. While being 
highly accurate, these algorithms require lots of training 
examples and considerable computing capacity. Moreover, the 
implementation of such systems takes much time.  
Another technique that is applied today is rule-based analysis. 
It involves checking URLs for suspicious patterns according 
to a list of predetermined rules. This algorithm works quickly 
and effectively, as well as requiring neither training data nor 
considerable resources to implement. Finally, services like 
VirusTotal are used to increase detection precision. The 
method consists in verification of URLs through multiple 
security engines provided by third-party providers. The 
proposed algorithm will use rule-based analysis along with the 
mentioned verification service to achieve a good balance 

III. PROBLEM STATEMENT 

Phishing attacks have become increasingly popular and 
represent a significant danger to the users as they tend to steal 
users’ private information, passwords, and banking details. 
Most of the users find it hard to distinguish between a good 
URL and an evil one since there are many phishing sites that 
look identical to the original. While some methods based on 
blacklists cannot find new phishing sites, other solutions using 
machine learning algorithms often demand lots of input data 
and complicated configuration. In addition, current systems 
lack the ability to explain their actions, which is important for 
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educating users. The necessity arises for a system to analyze 
URLs, classify them as good or bad, and explain their actions. 

IV. PROPOSED SYSTEM 

The proposed system, PhishAlert, is a web-based 
application designed to detect phishing URLs. It allows 
users to enter a URL and check whether it is safe, 
suspicious, or phishing. The system uses a rule-based 
approach to analyze URL features such as HTTPS, 
keywords, and length. A risk score is calculated and used 
for classification. The system also provides explanations 
for the detected result. It integrates with VirusTotal for 
additional verification. It also includes dashboard and 
history features for better analysis and tracking. 

 

A. Rule-Based Analysis 

The rule-based approach is the key technology that is applied 
within the PhishAlert system, which helps determine the 
safety of the specified URL. This approach consists of the 
analysis of the URL according to certain predefined rules that 
provide a risk score depending on particular suspicious 
features. 
The following list of rules is employed when performing 
analysis: 
• HTTPS Check – verifies the usage of the HTTPS protocol; 
• Keyword Detection – identifies suspicious keywords 
including login, verify, bank, secure, and update; 
• URL Length Check – detects extremely long URLs; 
• Subdomain Check – checks multiple subdomains for 
potential manipulation of the user; 
• Special Character Check – detects the presence of @, -, or 
excess number of dots within the URL; 

• IP Address Check – analyzes whether the URL includes an 
IP address instead of the domain name; 
• Structure Check – determines abnormal structures of the 
URL. 
As a result of the check, a certain risk score is provided and a 
decision about the URL safety is made. 
 

 

B. Risk  Classification 

 URLs are classified based on the final score: 

 0–30 → Safe  

 31–75 → Suspicious  

 Above 75 → Phishing 

The classification helps users easily understand the safety 
level of a website.  

C. Modules of the system 

 Home Module   

 Dashboard Module  

 History Module 

 Login  Module 

V. IMPLEMENTATION 

The PhishAlert software can be implemented as a web-based 
application with the use of new-age technologies.On the 
frontend side, React can be used to create an easy-to-use 
interface where people can enter their URLs and view the 
results. On the backend side, Node.js will be utilized. All of 
the logic behind the rule engine and risk score calculation 
would be done here.Upon receiving a URL from the user, it 
will be analyzed in the back-end using certain parameters such 
as HTTPs, keywords, URL length, and special characters. 
Based on that, risk scores will be calculated, and URLs will be 
categorized into safe, suspicious, or phishing. 
 Another feature of PhishAlert is its integration with 
VirusTotal, where URLs will be analyzed with the help of 
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security engines. MongoDB will be used as a database, storing 
users' data, scanning information, and results. 

VI. RESULT AND DISCUSSION 

Findings show that PhishAlert is able to successfully detect 
malicious links via rules-based analysis and verification. 
 • Efficiency: Enables rapid assessment of URLs with little 
effort from users  
• Accuracy: Detects typical elements used in phishing attacks 
like suspicious terms and patterns within URLs  
• Education: Enhances awareness of users through explanation 
and data insights on the dashboard.  
The tool can be relied upon for accurate and timely detection 
of phishing links, although it operates based on pre-existing 
rules that need constant updating due to the evolution of 
phishing attacks. 

 

 
 

 

VII . CONCLUSION 

In terms of the project PhishAlert – A Risk-Based URL 
Detection System, we have a good approach that will help you 
find phishing links effectively through rule-based analysis and 
verification via the external website. 
 • Efficiency: Quick and real-time URL analysis possible  

• Reliability: Rule-based analysis with VirusTotal included  
• Usability: Convenient design with the explanation included 
This software tool allows users to find out more about 
potential phishing links and understand more about their 
nature.  
You also get some additional tools like visualization or 
history, but the use of the predefined rules is the drawback that 
requires improvement in the future. 

VII.  FUTURE WORK 

• Incorporate machine learning for detecting phishing attacks 
• Create an application for use on mobile phones 
• Include real-time URL analysis capability 
• Upgrade detection algorithms to counter new methods of 
phishing attacks 
• Increase accuracy and performance 
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