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1. ABSTRACT 

Serverless computing has emerged 

as a dominant paradigm for building 

scalable, highly available, and cost-

efficient cloud applications by abstracting 

infrastructure management and enabling 

event-driven execution models. As 

organizations increasingly rely on 

serverless architectures to deploy API-

centric applications, ensuring robust API 

security has become a critical requirement. 

API security mechanisms are responsible 

for protecting backend resources from 

unauthorized access, data breaches, and 

malicious attacks, making them a 

fundamental component of modern cloud-

native systems. 

In the Amazon Web Services 

(AWS) ecosystem, Lambda Authorizers are 

widely adopted as a flexible and 

customizable solution for enforcing 

authentication and authorization at the 

Amazon API Gateway level. These 

authorizers enable developers to implement 

fine-grained access control policies using 

custom logic, supporting various 

authorization strategies such as token-

based, request-based, and claim-based 

mechanisms. While Lambda Authorizers 

significantly enhance security, their 

execution introduces additional 

performance overhead due to factors such 

as cold start delays, runtime initialization 

costs, and the computational complexity of 

authorization logic. These overheads can 

negatively impact API response time, 

particularly in latency-sensitive and high-

traffic serverless applications. 

To address these challenges, this 

paper presents an extended Lambda 

Authorizer Benchmarking Tool developed 

using the AWS Serverless Application 

Model (SAM) and the Artillery load testing 

framework. The proposed tool provides a 

systematic and repeatable approach for 

evaluating the performance characteristics 

of Lambda Authorizers under controlled 

experimental conditions. 
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2. INTRODUCTION 

The rapid growth of cloud-native 

applications has driven widespread 

adoption of serverless computing models. 

By abstracting server management, 

serverless platforms allow developers to 

focus on application logic while benefiting 

from automatic scaling and pay-per-use 

billing models. 

Despite these advantages, securing 

serverless APIs remains a critical 

challenge. AWS Lambda Authorizers act as 

custom authentication and authorization 

layers for Amazon API Gateway. While 

they enhance security, they can also 

introduce additional latency, particularly 

during cold starts or under high request 

concurrency. 

This research aims to bridge the gap 

between security and performance by 

providing a structured benchmarking 

approach for evaluating Lambda 

Authorizer behavior under controlled load 

testing environments. 

 

3. LITERATURE REVIEW 

Serverless computing has emerged 

as a key paradigm in cloud computing, 

offering event-driven execution, automatic 



scaling, and reduced operational overhead. 

As organizations increasingly adopt 

serverless architectures, understanding 

their performance characteristics becomes 

essential for designing efficient and cost-

effective systems. Several studies have 

investigated various aspects of serverless 

platforms, including latency, cost, and 

benchmarking methodologies. 

Großmann et al. (Year) analyzed the 

applicability of serverless computing in fog 

and Internet of Things (IoT) environments, 

which are highly latency-sensitive. Their 

study highlighted that serverless platforms, 

while providing scalability and simplified 

deployment, may face challenges in 

scenarios requiring ultra-low latency due to 

cold starts and network delays. The 

research emphasized that the choice of 

execution environment and event triggers 

plays a significant role in determining 

overall system responsiveness. 

Villamizar et al. (Year) conducted a 

comprehensive cost comparison between 

traditional monolithic architectures, 

microservices, and serverless models. Their 

findings demonstrated that serverless 

computing offers significant economic 

benefits under variable workloads, as it 

eliminates the need for provisioning 

dedicated servers and allows payment 

strictly based on execution time. The study 

also indicated that serverless architectures 

are particularly advantageous for 

applications with unpredictable traffic 

patterns or spiky demand, as the platform 

automatically scales without manual 

intervention. 

 

 

 

 

 

4. METHODOLOGY 

4.1 PROPOSED BENCHMARKING 

METHODOLOGY 

The proposed benchmarking 

methodology is structured into three major 

phases: infrastructure provisioning, load 

testing execution, and performance data 

analysis. Each phase is carefully designed 

to isolate specific performance factors of 

Lambda Authorizers and provide a 

comprehensive evaluation of their behavior 

under different operational scenarios. 

 

4.2 Infrastructure Provisioning 

To ensure consistency, 

reproducibility, and automation, the AWS 

Serverless Application Model (SAM) is 

used to define the entire serverless 

infrastructure as code. The SAM templates 

include: 

• Lambda functions implementing 

the authorizer logic 

• API Gateway endpoints configured 

to use the Lambda Authorizers 

• IAM roles and policies to manage 

permissions securely 

• CloudWatch logging configurations 

for monitoring execution metrics 

Using infrastructure-as-code not 

only guarantees that each experiment runs 

in an identical environment but also reduces 

human errors during deployment. 

Furthermore, this approach enables the 

benchmarking process to be easily scaled or 

replicated in different AWS regions without 

manual configuration. 

4.3 Lambda Authorizer 

Implementations 

To evaluate language-specific 

performance characteristics, multiple 

Lambda Authorizer implementations were 



developed using Python, Node.js, and Go. 

All implementations follow identical 

authorization logic to ensure fairness in the 

comparative study. By testing multiple 

runtimes, the study captures differences in 

cold start times, execution latency, and 

resource utilization, providing a holistic 

view of performance trade-offs between 

programming languages in a serverless 

environment. 

4.4 Load Testing Execution 

The Artillery framework is integrated to 

generate controlled and realistic traffic 

patterns for the API Gateway endpoints. 

The load testing is designed to simulate 

various real-world usage scenarios, 

including: 

• Constant load tests: Simulate a 

stable number of concurrent 

requests over time to measure 

steady-state performance 

• Ramp-up traffic: Gradually increase 

traffic to identify the point at which 

the authorizer performance begins 

to degrade 

• Burst traffic simulations: Introduce 

sudden spikes in request volume to 

observe the system’s behavior 

under stress 

By applying these diverse traffic patterns, 

the methodology assesses both normal 

operation performance and resilience under 

peak or unexpected load conditions, which 

is critical for designing robust serverless 

applications. 

4.5 Cold Start and Authorization 

Latency Measurements 

Cold start behavior is an important 

aspect of serverless performance. To 

measure cold start delays, authorizer 

functions are intentionally left inactive for 

a defined period before test execution, 

forcing AWS to initialize a new container 

on the next invocation. 

Authorization latency is measured 

by subtracting the initialization overhead 

from the total request processing time, 

isolating the actual time spent in executing 

the authorization logic. This approach 

ensures that the results reflect the true 

computational cost of authorization, 

separate from infrastructure overhead. 

 

4.6  Performance Monitoring and Data 

Collection 

AWS CloudWatch metrics are 

leveraged to monitor the resource 

utilization and operational characteristics of 

the Lambda Authorizers. Metrics captured 

include: 

• Memory consumption during 

function execution 

• CPU utilization to observe 

computational efficiency 

• Invocation counts to track request 

handling over time 

All collected metrics are aggregated and 

analyzed to identify performance trends, 

potential bottlenecks, and runtime 

anomalies. This data-driven approach 

allows for a detailed comparison of 

authorizer implementations, highlighting 

the effects of programming language 

choice, traffic patterns, and cold starts on 

overall system performance. 



5. PERFORMANCE METRICS 

5.1  Cold Start Time 

Cold Start Time refers to the 

initialization delay experienced when a 

Lambda function is invoked after being idle 

for a certain period. During a cold start, 

AWS must provision a new execution 

environment, initialize the runtime, load the 

function code, and establish any 

dependencies before executing the request. 

This delay can significantly impact 

latency-sensitive applications, such as 

real-time APIs, IoT services, and mobile 

backends. Understanding cold start 

behavior is crucial for developers to 

optimize function configuration, choose 

appropriate runtimes, and implement 

strategies such as provisioned 

concurrency or function warm-up 

techniques to mitigate latency spikes. 

5.2  Authorization Processing Latency 

Authorization Processing Latency 

measures the total time taken by a Lambda 

Authorizer to validate incoming credentials 

and generate the appropriate authorization 

policies. This includes token verification, 

policy construction, and any internal 

computation required for decision-making. 

Lower authorization latency directly 

improves API responsiveness, enhancing 

the user experience for clients interacting 

with serverless APIs. High authorization 

latency can become a bottleneck under 

heavy traffic, affecting throughput and 

perceived performance. Accurately 

measuring this metric helps developers 

identify optimization opportunities in code 

logic, runtime selection, or external service 

integration. 

 

5.3  Resource Utilization 

Resource Utilization encompasses 

metrics such as memory usage, CPU 

allocation, and execution time during 

function invocation. Monitoring these 

metrics provides insight into how 

efficiently a Lambda function consumes 

compute resources. Efficient resource 

utilization not only reduces operational 

costs by minimizing over-provisioning but 

also ensures scalable performance under 

varying workloads. For instance, excessive 

memory allocation may lead to unnecessary 

cost increases, while under-allocation could 

cause slower execution and throttling. By 

analyzing resource consumption patterns, 

developers can optimize function 

configurations, select appropriate memory 

tiers, and balance performance with cost 

efficiency. 

 

These metrics—Cold Start Time, 

Authorization Processing Latency, and 

Resource Utilization—collectively 

provide a comprehensive view of Lambda 

Authorizer performance, allowing 

developers to make informed decisions 

when designing secure, scalable, and 

high-performance serverless 

applications. 

 

 



6.RESULTS 

The experimental evaluation of Lambda 

Authorizers across multiple runtimes and 

authorization mechanisms produced 

several key insights into performance 

behavior, efficiency, and scalability. 

Aspect 

Go-

based 

Lambda 

Authoriz

ers 

Python-

based 

Lambda 

Authoriz

ers 

Node.js 

Lambda 

Authoriz

ers 

Cold 

Start 

Time 

Lowest 

cold start 

time 

Moderate 

cold start 

time 

Higher 

than Go, 

similar to 

Python 

Processi

ng 

Latency 

Faster 

execution 

Slightly 

slower 

Slightly 

slower 

Memory 

Utilizatio

n 

Lower 

memory 

consumpt

ion 

Moderate 

memory 

usage 

Moderate 

to higher 

memory 

usage 

CPU 

Utilizatio

n 

Efficient 

CPU 

usage 

Moderate 

CPU 

usage 

Moderate 

CPU 

usage 

Cost 

Efficienc

y 

High 

(due to 

low 

resource 

usage) 

Medium Medium 

Suitabilit

y for 

High-

Through

put APIs 

Very 

suitable 
Suitable Suitable 

 

 

3. Resource Utilization and Efficiency 

Analysis of resource utilization across 

runtimes shows that optimized functions—

particularly those using Go—consume less 

memory and CPU during execution. 

Efficient utilization of resources not only 

improves the scalability of the system under 

high loads but also directly reduces 

operational costs, as AWS Lambda charges 

are based on execution time and allocated 

memory. By monitoring memory and CPU 

metrics, developers can identify 

opportunities to tune function 

configurations, such as reducing memory 

allocation for lightweight functions or 

choosing more efficient runtimes for 

compute-intensive operations. 

4. Implications for Serverless API Design 

The combined insights from runtime 

performance, authorization mechanism 

efficiency, and resource utilization 

emphasize the trade-offs developers must 

consider when designing secure serverless 

APIs. Selecting efficient runtimes and low-

latency authorization strategies can 

minimize cold start delays and processing 

latency, while careful resource allocation 

ensures cost-effectiveness and scalability. 

This holistic evaluation provides practical 

guidelines for optimizing Lambda 

Authorizers in real-world deployments. 

7. DISCUSSION 

The experimental results underscore the 

critical role of runtime selection in 

designing high-performance serverless 

APIs. While interpreted languages such as 

Python and Node.js provide the advantages 

of rapid development, extensive libraries, 

and ease of maintenance, they tend to 

introduce higher cold start times and 

slightly increased execution latency due to 

runtime initialization overhead. In contrast, 

compiled languages like Go demonstrate 

superior runtime performance, with faster 

cold starts, lower memory consumption, 

and reduced CPU usage. This highlights a 

fundamental trade-off in serverless API 

design: developers must balance 

development speed and ecosystem 

familiarity against runtime efficiency and 



operational cost, particularly for latency-

sensitive or high-throughput applications. 

Another important consideration is the 

choice of authorization mechanisms. 

Token-based approaches, such as validating 

JWTs directly within Lambda Authorizers, 

provide lower authorization latency, 

making them well-suited for APIs handling 

large volumes of requests. However, more 

fine-grained authorization schemes, which 

enforce complex access control policies 

based on detailed user claims or roles, can 

improve security but introduce additional 

processing overhead. This creates a 

performance-security trade-off: stricter 

authorization increases system protection 

against unauthorized access but may 

negatively impact API responsiveness, 

especially under high load or during cold 

starts. 

Therefore, developers designing serverless 

APIs must adopt a holistic approach, 

considering: 

The runtime environment and its impact on 

cold start and execution efficiency 

The authorization strategy and its effect on 

latency and security 

Resource allocation, ensuring memory and 

CPU are optimized for cost-efficiency 

without compromising performance 

The expected traffic patterns, including 

burst loads, to anticipate potential latency 

spikes 

Ultimately, these insights emphasize that 

serverless API design is a multi-

dimensional optimization problem, where 

performance, security, cost, and developer 

productivity must all be carefully balanced. 

By systematically analyzing runtimes and 

authorization strategies, developers can 

make data-driven decisions that result in 

secure, scalable, and high-performance 

serverless applications that meet both 

functional and non-functional 

requirements. 

 

8. FUTURE WORK 

Future extensions of the proposed 

benchmarking framework could focus on 

enhancing its scope, realism, and 

applicability to a wider range of serverless 

applications and security scenarios. One 

significant extension is the integration with 

external identity providers, such as OAuth 

2.0, OpenID Connect, and Amazon 

Cognito. Incorporating these providers 

would allow the benchmarking tool to 

evaluate Lambda Authorizers under real-

world authentication and authorization 

workflows, including token validation, 

refresh mechanisms, and federated 

identities. This would provide a more 

practical assessment of authorization 

latency and performance when interacting 

with external services, which is a common 

requirement in enterprise-grade 

applications. 

Another potential enhancement is the use of 

real-world traffic traces instead of synthetic 

traffic patterns. By replaying actual API 

request logs, the benchmarking framework 

can simulate authentic usage patterns, 

including irregular request bursts, varying 

payload sizes, and diverse user behaviors. 

This would provide deeper insights into 

how Lambda Authorizers respond under 

typical production workloads, rather than 

controlled laboratory conditions. 

Finally, combining these extensions with 

automated reporting and visualization tools 

could further enhance the usability of the 

benchmarking framework. Developers 

would be able to quickly identify 

bottlenecks, compare runtimes, and make 

data-driven optimization decisions, 

improving the design and deployment of 



secure, high-performance serverless APIs 

in real-world scenarios. 

9. CONCLUSION 

This paper presents a 

comprehensive benchmarking framework 

designed to systematically evaluate the 

performance of AWS Lambda Authorizers, 

a critical component in securing serverless 

APIs. By integrating infrastructure-as-code 

provisioning using AWS SAM, controlled 

load testing with the Artillery framework, 

and detailed resource monitoring via 

CloudWatch, the proposed methodology 

provides an accurate and reproducible 

approach to assess both cold start behavior 

and authorization latency. 

The study highlights the performance 

implications of different programming 

language implementations, traffic patterns, 

and system configurations on Lambda 

Authorizers. By providing quantitative 

performance data and identifying potential 

bottlenecks, this benchmarking framework 

enables developers and system architects to 

make data-driven decisions when choosing 

runtime environments, optimizing 

authorizer logic, and configuring API 

Gateway settings. Furthermore, it 

contributes to the broader understanding of 

serverless architecture performance and 

lays the groundwork for future research in 

function-level benchmarking, latency 

optimization, and security-aware serverless 

design. 
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