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Abstract 
The rapid advancement of digital technology has significantly transformed Human Resource Management 
practices in the healthcare sector. Multi-speciality hospitals have increasingly adopted Digital HR systems to 
manage payroll, recruitment, attendance monitoring, employee records, and performance evaluation processes. 
These digital platforms enhance operational efficiency, reduce paperwork, and improve data accessibility. 
However, along with these advantages, the digital storage and processing of sensitive employee information raise 
serious concerns regarding data security and privacy protection.The present study focuses on examining data 
security and privacy issues in Digital HR practices in multi-speciality hospitals in Coimbatore. The research adopts 
a descriptive research design and is based on primary data collected from 154 respondents through a structured 
questionnaire. Statistical tools such as Simple Percentage Analysis and Chi-Square Test were applied to analyze 
the data. The findings indicate that while the adoption of Digital HR systems is considerably high, hospitals face 
challenges such as data breaches, unauthorized access, system hacking, and internal misuse of information. 
The study emphasizes the need for strong cybersecurity frameworks, secure access control mechanisms, and 
regular employee awareness programs to safeguard confidential data. Ensuring proper data protection measures is 
essential for maintaining employee trust, organizational reputation, and regulatory compliance in the healthcare 
sector. 
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INTRODUCTION 
Digital HR refers to the use of digital tools and 
software applications to manage various HR functions 
such as recruitment, onboarding, payroll processing, 
attendance monitoring, performance appraisal, 
employee database management, training coordination, 
and compliance documentation. These digital systems 
reduce paperwork, minimize manual errors, improve 
accuracy, and allow real-time access to employee 
information. In a hospital environment, where staffing 
accuracy and timely management are essential for 
delivering quality healthcare services, Digital HR 
systems play a vital role in ensuring smooth 
administrative operations. However, the increasing 
reliance on digital platforms also introduces new 
challenges, particularly in the areas of data security and 
privacy protection. Hospitals manage highly sensitive 
employee information, including personal 

identification details, salary records, tax information, 
banking data, medical records, and contractual 
documents. The digital storage and transmission of 
such confidential data create vulnerabilities that can be 
exploited through cyber threats such as hacking, 
phishing attacks, malware infections, ransomware, and 
unauthorized internal access. 
 
REVIEW OF LITERATURE 
Vikram Dilip Deshmukh & Purva Rajendra Patil 
(2025) This case study focuses on telemedicine 
platforms in India and analyzes emerging privacy and 
security concerns linked to the rapid adoption of 
telehealth services. The authors identify vulnerabilities 
such as weak authentication, data transmission risks, 
and unauthorized access to digital health records. The 
study emphasizes the urgent need for robust regulatory 
and technical frameworks to protect sensitive patient 
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and employee-related data. The findings highlight 
broader implications for hospital information systems, 
including HR and clinical platforms, in ensuring secure 
digital healthcare delivery.  
 
Pavithra et al. (2025) Pavithra and colleagues propose 
the use of federated learning models to enable privacy-
preserving analytics in Indian hospital systems. The 
study explains how decentralized AI frameworks allow 
sensitive health and employee data to remain within 
local hospital servers, thereby reducing the risk of data 
leakage and unauthorized access. The findings 
highlight federated learning as a promising approach 
for secure analytics in hospital environments, with 
strong relevance for protecting digital HR and 
workforce-related data while supporting data-driven 
decision-making. 
 
Sanjana Chandran Kowshik & Chaitra Rangappa 
Beerannavar (2024) Study explores confidentiality 
issues in Indian healthcare data, highlighting lack of 
strong privacy laws and doctor–patient data protection 
gaps. It reviews current rules and proposed health data 
laws, noting risks of unauthorized access. Emphasizes 
privacy as an ethical duty for hospitals. Highlights 
absence of procedures for breach accountability. 
Relevant to HR digital systems where sensitive 
employee data could face similar vulnerabilities. 
Suggests need for specialized hospital privacy 
frameworks. 
 
OBJECTIVES OF THE STUDY 
* To examine the implementation of Digital HR 
practices. 
* To identify major data security challenges. 
* To analyze privacy issues in Digital HR systems. 
 
RESEARCH METHODOLOGY 
The study adopts a descriptive research design to 
analyse the data security and privacy issues in Digital 
HR practices in multi-speciality hospitals in 
Coimbatore. Descriptive research is considered 
appropriate for this study because it systematically 
describes the existing digital HR practices, employee 
awareness levels, and security challenges without 
manipulating any variables. The primary objective is to 
understand how hospitals implement Digital HR 

systems and to identify the security and privacy risks 
associated with them. 
The research focuses on examining employees’ 
awareness regarding data protection measures, 
cybersecurity practices, access control systems, and 
confidentiality policies followed in hospitals. Instead 
of conducting experimental research, the study 
observes and records the present situation as it 
naturally exists within the hospital environment. The 
data were collected at a single point in time, making the 
research cross-sectional in nature, which helps in 
capturing the current level of implementation and 
awareness regarding Digital HR systems. 
 
Sample Design 
The study adopted a simple random sampling 
technique to select respondents from various multi-
speciality hospitals in Coimbatore. This method was 
chosen to ensure that every employee working in the 
hospital administration had an equal opportunity to 
participate in the study, irrespective of their 
designation, department, or years of experience. By 
applying simple random sampling, the research 
minimized selection bias and ensured fair 
representation of respondents. Employees from HR 
departments and administrative sections were included 
to gather relevant insights regarding Digital HR 
systems. This sampling technique enhances the 
reliability and objectivity of the research findings. 
 
Sample Size 
The total sample size for the study comprised 154 
hospital employees. This number was considered 
adequate to represent different administrative roles and 
experience levels within multi-speciality hospitals in 
Coimbatore. The selected sample size is sufficient to 
conduct statistical analysis such as Simple Percentage 
Analysis and Chi-Square Test. It also ensures 
meaningful interpretation of data and accurate 
conclusions. Hence, the sample size contributes to the 
credibility and validity of the research results. 
 
Sources of Data 
The study is based on both Primary Data and 
Secondary Data. 
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Primary Data 
Primary data were collected directly from hospital 
employees through a structured questionnaire prepared 
specifically for this study. The questionnaire included 
questions related to Awareness of Digital HR practices, 
Data security measures followed in hospitals, Privacy 
protection mechanisms, Experience of data breaches or 
unauthorized access, Perception of cybersecurity 
effectiveness. This method provided first-hand, 
relevant, and reliable information aligned with the 
research objectives. 
 
Secondary Data 
Secondary data were collected from journals, research 
articles, HR reports, official hospital websites, and 
previous studies related to Digital HR and data security. 
These sources helped in building the theoretical 
framework and provided background information to 
support the study findings. 
 
TOOLS FOR THE STUDY  
The collected data were analyzed using appropriate 
statistical tools to understand the level of awareness 
and security concerns related to Digital HR practices in 
multi-speciality hospitals in Coimbatore. The analysis 
helped in identifying patterns, relationships, and 
significant differences among variables.The tools used 
in this study are: 
* Simple Percentage Analysis 
* Chi-Square Test 
 
1.SIMPLE PERCENTAGE ANALYSIS 
Simple percentage analysis was used to present the 
collected data in percentage form. It helped to 
understand the distribution of respondents based on 
their age groups. This method made the data easy to 
interpret and compare. It also helped to analyse the age 
composition of employees participating in the study. 
 
Response Frequency Percentage 
18-25 41 27 
26-35 57 37 
36-45 38 25 
46-55 18 11 
Total 154 100 

 
 

INTERPRETATION 
It is known from the above table that 27% of the 
respondents are in the age group of 18-25 years and 
37% of the respondents are in the age group of 26-35 
years and 25% of the respondents are in the age group 
of 36-45 years and 11% of the respondents are in the 
age group of 46-55 years. 
Most of the respondents are in the group of 26-35 years. 
 
2.CHI-SQUARE TEST 
The Chi-square test is used to examine whether there is 
a significant difference in the distribution of 
respondents based on gender.   
 
Hypothesis 
Null Hypothesis (H₀): There is no significant 
difference in the distribution of respondents based on 
gender. 
Alternative Hypothesis (H₁): There is a significant 
difference in the distribution of respondents based on 
gender. 
 
Observed Frequency Table 
Gender Observed Frequency (0) 
Female 78 
Male 76 
Total 154 

 
Expected Frequency 
Total Respondents = 154 
Number of Categories = 2 
Expected Frequency (E) = 154 / 2 = 77 
Chi-Square Calculation 
Gender 0 E (0-E)2/E 
Female 78 77 0.013 
Male 76 77 0.013 
Total Chi-
Square 

  0.026 

 
Chi-Square Test Summary 
Calculated Value = 0.026 
Degree of Freedom = (2-1) = 1 
Table Value at 5% level = 3.841 
Result: Null Hypothesis is Accepted. 
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INTERPRETATION 
The calculated chi-square value (0.026) is less than the 
table value (3.841) at 5% level of significance with 1 
degree of freedom. Therefore, the null hypothesis is 
accepted and the alternative hypothesis is rejected. 
This indicates that there is no significant difference in 
the gender distribution of respondents. The slight 
variation between male and female respondents 
occurred only by chance and not due to any influencing 
factor. 
 
FINDINGS 
● It is found that the majority of respondents (37%) 
belong to the 26–35 years age group, indicating that 
young and early-career employees form the core 
workforce of the organization. 
● The Chi-Square test result shows that the calculated 
value (0.026) is less than the table value (3.841) at the 
5% level of significance, which confirms that there is 
no significant difference in the gender distribution of 
respondents. Both male and female employees are 
almost equally represented. 
 
SUGGESTIONS 
● Since most respondents belong to the 26–35 years 
age group, the organization should focus on career 
development programs, skill enhancement training, 
and growth opportunities to improve employee 
engagement and retention. 
● As gender representation is almost equal, the 
organization should continue to promote gender 
equality and ensure equal opportunities in recruitment, 
promotion, and workplace policies. 
 
CONCLUSION 
The study concludes that Digital HR practices have 
become an integral part of administrative operations in 
multi-speciality hospitals in Coimbatore. The findings 
clearly indicate a high level of awareness and 
implementation of digital HR systems among 
respondents. Digitalization has improved efficiency, 
accuracy, and accessibility in managing employee-
related information. However, despite the widespread 
adoption, significant concerns related to data security 
and privacy continue to exist. Issues such as data 
breaches, unauthorized access, internal misuse, and 
cyber threats pose serious risks to sensitive employee 

information. The statistical analysis further confirms 
that awareness levels are significantly high, indicating 
that Digital HR systems are firmly established in 
hospital management practices. Therefore, it is 
essential for hospitals to strengthen their cybersecurity 
infrastructure, implement strict data protection 
policies, and conduct continuous training programs for 
employees. Regular monitoring and updating of 
security systems are necessary to minimize risks and 
ensure confidentiality. By adopting proactive security 
measures, hospitals can effectively balance the benefits 
of digitalization with the need for data privacy and 
protection. 


